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Chapter 1. Introduction and Document 
Overview 

 

The Secure Data Commons (SDC) is a United States Department of Transportation (U.S. DOT) 

sponsored cloud-based analytical sandbox designed to create wider access to sensitive 

transportation datasets, with the goal of advancing the state of the art of transportation research 

and state/local traffic management. 

 

The SDC stores sensitive transportation data made available by participating Data Providers, and 

grants access to approved researchers to these datasets. The SDC also provides access to open 

source tools and allows researchers to collaborate and share code with other system users. 

 

The SDC platform is a research environment that allows users to conduct analyses and do 

development and testing of new tools and software products. It is not intended to be an 

alternative to any local jurisdictionôs traffic management center or local data repository. The 

current SDC platform provides users with the following data, tools, and features: 

 

¶ Data: The SDC is ingesting several datasets currently. Additional datasets will be added 

to the environment over time.  Users can bring their own data into the environment to use 

along with the Waze data. 

¶ Tools: The environment provides access to open source tools including Python, RStudio, 

Microsoft R, SQL Workbench, Power BI, Libre Office, and Jupyter Notebook. These 

tools are available on a virtual machine in the system enabling data analytics in the cloud.  

¶ Functionality : Users can access and analyze data within the environment, save their 

work to a virtual machine, and publish processes and results to share with other SDC 

users. 

 

The SDC platform supports two major roles: 

 

¶ Data Providers ï These are entities that provide data hosted on the SDC platform. The 

Data Provider establishes the data protection needs and acceptable use terms for the data 

analysts.  

¶ Data Analysts ï These are entities that conduct analysis using the datasets hosted within 

the SDC system.  Note that analysts can bring their own data and tools into the SDC 

system. 

 

During a projectôs onboarding phase, Data Providers work with the SDC support team to 

describe their projectôs data (for example, the type of data, frequency of new data, data file 

formats, etc., every projectôs data is unique). Then, Data Providers upload data files to 

designated ñS3 Ingestion Bucketsò (a secure, scalable object storage service provided by the 

SDC platform through Amazon Web Services). We call this the ñData Lake.ò 
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As new data arrives to the SDC, policies and procedures established by the Data Provider then 

govern who, when, and how Data Analysts can access the data. It is common that once new data 

arrives in the SDC, automated processes ñingestò and ñcurateò the data, making the data 

available in other forms. For example, some data may be loaded into our Data Warehouse tools 

(Redshift or Hadoop databases), whereas other data may be transformed from its source format 

into other easier-to-use formats, or filtered through a process to identify corrupt, invalid, or 

duplicate data. Exactly which automated processes a projectôs data undergoes is determined 

during the project onboarding processes. 

 

Once data has been ingested and curated, it is then available to Data Analysts through the tools 

listed above (note that we are always adding new Data Analyst tools based on request). A typical 

Data Analyst workflow may be: 

- Use a tool to develop SQL queries to see a subset of the larger data set. 

- Compare the data subset against models to draw unique insights (for example, develop 

programs utilizing the analytic capabilities of R or Python). 

- Use powerful tools that present data and insights in graphical format (some use the power 

of Python and GeoPandas, others have developed graphical outputs in R Studio, whereas 

others use Libre Office as an open source alternative to Microsoft Excel). The SDC 

support team has worked with yet other Data Analysts to install proprietary licensed 

software to enhance their analytical capabilities.  

 

Finally, there are capabilities by which Data Analysts can export their work out of the SDC, 

subject to the data use agreements and approval of the Data Providers. 

 

This document provides guidance for the Data Analyst role. A similar guide will be prepared for 

the Data Providers. This document is organized as follows: 

 

¶ Initial Setup and Validation 

¶ Workstation Access 

¶ Sample Queries 

¶ Exporting Data 

¶ Importing and Exporting Code 

¶ Accessing External Data Sources within SDC 

¶ Setting Up GitLab with SDC 

¶ Technical Support and Contact Information  

¶ Frequently Asked Questions 

 

Prerequisites  

Workstation access will not be granted for a Data Analyst user until the user has:  

 

1. Submitted a completed Access Request Form;  

2. Received approval for the request;  

3. Received an email message with onboarding instructions from the support team; and 
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4. Received a walkthrough of the system from the support team. 

 

Refer to the Useful Links section later in the document for further information on technologies 

relevant to SDC. 
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Chapter 2. Initial Setup and Validation 
 

This chapter provides guidance on the initial setup and validation of the user into the SDC 

system.   

 

Accessing Secure Data Commons Portal  
 

Users can access the SDC web portal by navigating to https://portal.sdc.dot.gov.  

 

 
Figure 1: SDC Starting Homepage 

  

https://portal.sdc.dot.gov/
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Select Register/Login from the top menu to display the Access Request Form and Privacy Policy 

links, as well as the email address sign-in prompt.  

 

 
Figure 2: SDC Portal ï Register/Login Page 

The Access Request Form takes you to a PDF form in which you can provide the support team 

with contact info, a rationale for your access request, your preferred workstation type, and sign-

off for the SDC data use agreements.  

 

Users with a DOT email address (@dot.gov) 

If you have a DOT email address (@dot.gov), enter it into Email Address and then select Sign In 

to access the portal. If you do not have a DOT email address, continue to the next section. 

 

Notes:  

¶ If you are logged into your government laptop with your PIV badge inserted and 

connected to VPN or from your Virtual Desktop Infrastructure (VDI), your credentials 

are already in your browser so you will be automatically logged in to the form shown in 

Figure 3 below and skip the ADFS Sign in prompt.  

¶ If you attempt to log in from your personal machine or not connected to VPN, you will be 

prompted for your full ADFS DOT credentials. 

o Username: Email@ad.dot.gov 
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On the following form, select your DOT account from the list. 

 

 
Figure 3: SDC Portal ï DOT Account Home Screen 

You may be redirected to a one-time sign-in form on the portal if this is the first time syncing 

your DOT account with your SDC account. Enter your SDC (example: username: bsmith) 

credentials and then select Sign in. 

 

 
Figure 4: SDC Portal ï Synchronize Login.gov Account with SDC 

If you are accessing the portal for the first time, you will be prompted to change your password 

after entering the credentials provided in the welcome email. 
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After signing in, you will be redirected to the Secure Data Commons landing page. 

 

 

 
Figure 5: ADFS ï Login Page 

Users without a DOT email address (@dot.gov) 

If you do not have a DOT email address, you will need to create a new Login.gov account or log 

in with your existing one so that it can be linked with your SDC credentials. Linking a Login.gov 

account with your SDC credentials provides extra security by adding protection you can 

configure as two layers of authentication. Authentication methods will consist of phone text or 

call; an app on your phone, tablet, or computer; a security key; a government employee ID; and 

pre-generated backup codes.  

 

Enter the email address you would like to use as your Login.gov account into the portalôs Email 

Address sign in (Figure 2 above) and then select Sign In to be redirected to the Login.gov 

website, where you can create a new account. If you already have an existing Login.gov account, 

enter your credentials and then select Sign in.  

 

If you do not have an existing Login.gov account, select ñCreate an accountò on the page you are 

redirected to:  
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Figure 6: Login.gov ï Create New Account 

 

For further instructions on setting up your new Login.gov account and configuring its secure 

authentication methods, refer to https://www.login.gov/help/creating-an-account/how-to-create-

an-account/. 

 

After you have finished setting up all authentication methods or signed in with an existing 

Login.gov account, you will be redirected to a one-time sign-in form on the portal (refer to 

previous Figure 4). Enter your SDC ADFS credentials (provided in your welcome email) and 

then select Sign in. 

 

 

If you are accessing the portal for the first time, you will be prompted to change your password 

after entering the credentials provided in the welcome email. 

 

SDC Portal Landing Page 

Upon successfully logging in, you will be redirected to the landing page, which provides an 

overview of Secure Data Commons and the different actions you can perform from the web 

portal:  

1. Request access to curated and published datasets 

2. Access to workstations with programming tools 

3. Bring your own datasets / algorithms 

https://www.login.gov/help/creating-an-account/how-to-create-an-account/
https://www.login.gov/help/creating-an-account/how-to-create-an-account/
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4. Publish your datasets / algorithms 

 

 
Figure 7: SDC Portal ï Landing Page After Login 
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Request Access to Datasets 

Users can request access to the datasets that are available within the SDC platform as published / 

enabled by the SDC team or published by other users.  

 

Once you are logged in, go to Datasets in the top menu. 

 

 
Figure 8: SDC Portal ï Datasets Option 
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Expand the SDC Datasets. You will be able to see all available datasets in the SDC platform. To 

access a dataset, click on Request.  

 

 
Figure 9: SDC Portal ï Request Dataset Access 

Complete the SDC Data Access Request form that appears. Once completed, click on Send 

Request. 

 

 
Figure 10: SDC Portal ï Send Data Access Request 

The request will be sent to the support team and access to the requested dataset will be given 

upon validation and approval of the information in the form.  

 

  






























































































